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380K Borrowers
3.5M Lives 
touched

4.1B Loan Portfolio
3K Staff & Officers

What we have achieved
Our Presence

323 BRANCHES
NATIONWIDE
22 new branches 
to open this year
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Addressing Fraud – Internal Collusion Risk, 
Simple Control Mechanisms Staff can 
Implement
Junrey Bugsocan
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Detailed Report is presented through Annex 1_CBA Interim Report 
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What is FRAUD?1
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Common Fraud Cases in Cash 

from  Loans and Savings         
2
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Common Fraud Cases in Loans         3
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INTERNAL COLLUSION4

Internal Collusion is one of the most critical fraud 
risks in a microfinance institution, as it involves two 
or more staff working together to bypass controls 
for personal gain. It is simply risky because it can 
defeat normal checks and balances.

This can result in ghost loans, unauthorized releases, 
misappropriation of collections, or manipulation of 
client records. Given the field-based nature of 
microfinance operations, simple, practical, and 
enforceable controls are essential.
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WHY IT’S A HIGH RISK IN MICROFINANCE?5

Because;

• Cash-based transactions

• Field operations with limited supervision

• Close relationships between staff & 
clients

• High transaction volume



Kaagapay Mo! 12

6

Common Internal 
Collusion Risks and 

Simple Controls
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GHOST 7 BORROWERS / FICTITIOUS LOANS

CONTROL MECHANISMS:

• Require face-to-face client validation before loan 
release

• Use client photos with loan documents (captured 
during disbursement)

• Conduct random client call-backs or visits by a 
supervisor (Contact Hub Process Validation for NL)

• Maintain a client master list with unique identifiers 
(no duplicates)

RISK: Staff create non-existent clients and split the loan proceeds

• Loan proceeds directly credited to their accounts 
(bank accounts, gcash account, etc.)
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COLLUSION IN8 LOAN APPROVAL

CONTROL MECHANISMS:

• Enforce segregation of duties (different staff for 
marketing, approval and release)

• Require dual signatures for loan approval beyond a 
set threshold

• Rotate staff assignments periodically to avoid 
familiarity risks.

RISK: Staff approve illegitimate or unqualified loans
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9 MISAPPROPRIATION OF COLLECTIONS

CONTROL MECHANISMS:

• Issue service invoice immediately for every 
collections

• Implement daily cash count and reconciliation

• Require same-day deposit of collections to the branch 
or bank.

• Use collections monitoring sheets reviewed by 
supervisors

RISK: Collected payments are not remitted 
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UNAUTHORIZED10 LOAN RELEASES (OFFSITE OR FIELD RELEASES)

CONTROL MECHANISMS:

• Ensured pre-approved loan listing before any 
field release.

• Use or maintain release logbook signed before and 
after disbursement

• Require client acknowledgment (signature) upon 
receipt

• Conduct spot checks by Branch Supervisors during 
field releases

RISK: Loan released without proper approval or documentation 
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MANIPULATION11 OF RECORDS

CONTROL MECHANISMS:

• Maintain system-based recording where 
possible (with audit trails)

• Prohibit backdated entries without approval

• Conduct weekly record reviews by a supervisor

• Use exception reports (e.g. multiple loans under same 
name/address)

RISK: Staff alter records to conceal fraud 
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12 STAFF-CLIENT COLLUSION

CONTROL MECHANISMS:

• Enforce strict KYC (Know Your Customer) 
procedures

• Require group or center verification (co-borrowers 
confirm legitimacy)

• Encourage whistleblowing mechanisms (anonymous 
reporting)

• Conduct client education on proper procedures and 
official fees

RISK: Clients cooperate with staff to commit fraud 
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CASH HANDLING13 ABUSES DURING FIELD ACTIVITIES

CONTROL MECHANISMS:

• Set maximum cash carrying limits for staff

• Require itinerary and field activity plans approved in 
advance

• Use buddy system for high-value transactions

• Require end-of day reporting with supporting 
documents

RISK: Misuse of cash during offsite activities 
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14 GENERAL PREVENTIVE MEASURES

• Conduct regular fraud awareness training for 
staff & Conduct Regular Internal Control & Risk 
Training for leaders)

• Promote a culture of accountability and 
transparency

• Perform unannounced audits (Comprehensive 
Branch Audit (CBA) & Spot Audits & Risk Audit) and 
field visits (Area Manager & District Head Visits)

• Surprise Cash Counts

• Bank Reconciliation
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15 GENERAL PREVENTIVE MEASURES

• Segregation of Duties (Maker vs Checker 
vs Approver)

• Restriction to access of data to prevent 
unauthorized processing 

• Regular Monitoring (Red Flag Reporting)

• Signature Verification

• Password

• Reconciliation of DCS versus deposits

• SMS Notification for loan claiming & CBU 
withdrawals
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16 CONCLUSION

While internal collusions is difficult to detect, it can be 
effectively minimized through simple, consistent, and 
well-monitored controls. The key is to ensure visibility, 
shared responsibility, and regular oversight without 
overcomplicating processes in a field-driven 
environment.

By implementing these practical measures, microfinance 
institutions can significantly reduce fraud risk while 
maintaining operational efficiency.
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